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Agenda

1. Work Package 2 – Requirements and Specification

2. Work Package 1– Data Generation and Dissemination

3. Work Package 5 – Message Pre-processing & Feature Extraction

4. Work Package 6 – Advanced Learning Technology

5. Work Package 3 – Integration and Validation

6. Work Package 4– Wireless Platform

7. Work Package 7– Dissemination and Exploitation

8. Work Package 8– Project Management and Coordination

Agenda
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Work Package 2 – Requirements and Specification

• Architecture (Work Package Depiction)

• Architecture (Run-Time Depiction)

• Performance Requirements

• Continued Change in Spam and Phishing Threats: 
Image Spam

• Projected Revision to Run-Time Architecture

WP2 Requirements & Specification
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Work Package 2 – Architecture Specification
(Work Package Depiction)

WP 8 Project Management and Coordination
Fraunhofer IAIS

WP 2 Requirements and Specification
Symantec Ireland
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WP 5 Preprocessing and 
Feature Extraction

K.U. Leuven

WP 6 Learning Technology
Fraunhofer IAIS
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WP 8 Project Management and Coordination

Fraunhofer IAIS

WP 2 Requirements and Specification
Symantec Ireland
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WP 5 Preprocessing and 
Feature Extraction
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WP 6 Learning Technology
Fraunhofer IAIS
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Fraunhofer IAIS

WP 2 Requirements and Specification
Symantec Ireland

W
P

1
D

at
a

G
e n

er
at

io
n

S
ym

an
te

c
Ir e

la
nd

W
P

3
In

te
gr

at
io

n
an

d
Va

lid
at

io
n

S
ym

an
te

c
Ire

la
nd

WP 5 Preprocessing and 
Feature Extraction

K.U. Leuven

WP 6 Learning Technology
Fraunhofer IAIS
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Work Package 2 – Architecture Specification 
(Run Time Depiction)

Labeled Data
Unlabeled Data

Feature 
Extraction

Feature 
Weighting

Unlabeled Data Policy 
Enforcement 

Point

Analysis System

Features

Blocking Rules

Messages 
Not Blocked

Blocked Messages

WP2 Requirements & Specification
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1.00

Desired Performance
Region

Work Package 2 – Performance Requirements

• Develop dynamic feature selection of sufficient quality to 
beat  past performance of machine learning (ML) 
techniques, even where ML techniques were optimized 
with static feature selection.

• Performance Points:

• A: Prototype (Phishing)

• B: Production Requirement (Phishing)

• C: Production Goal (Phishing)

• D: Brightmail (Spam, Current)

• Additional requirements include
number of messages per minute,
volume per minute in megabytes,
and with reasonable hardware
and staff availability constraints.

WP2 Requirements & Specification
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Continued Change in Spam and Phishing Threats:
Image Spam

• Older image salting techniques were visually discernable.

• Some of the newer image salting techniques are more dangerous 
in Phishing because they are not visually discernable.

Example of Older Image Salting Techniques
• However, because realism and 

effectiveness of Phishing attacks 
are highly correlated, this makes 
Optical Character Recognition 
(OCR) techniques more applicable 
to Phishing than other Spam.

• OCR requires more CPU

• So this may require
broadening our architecture.

WP2 Requirements & Specification
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Work Package 2 – Proposed Revision to Run Time 
Architecture

Labeled Data
Unlabeled Data

Feature Extraction Feature Weighting

Unlabeled Data
Text Policy 

Enforcement 
Point

Analysis System

Features

Blocking Rules

Visual Policy 
Enforcement 

Point

WP2 Requirements & Specification
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Work Package 1– Data Generation

• Privacy Agreements completed
with both Fraunhofer and K.U.Leuven

• Final draft is presented on the right.

• First dataset:

• 32 GB of Spam

• 500 MB of Ham in English

• Nearly 100 MB of Ham not in English

• Second dataset:

• Collecting 5GB with old hardware

• New hardware should work faster

We currently process billions of messages per day.  The 
datasets represent the very small fraction of messages that 

can be shared while respecting privacy concerns.

WP1 Data Generation
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Work Package 5: Message Preprocessing/
Feature Extraction

• Message Preprocessing

• Message instantiation.

• Message text extraction 

• Message structure extraction 

• Feature Extraction

• T5.1 – salting features

• T5.2 – syntactic features

• T5.4 – structure & layout features

• Gathering statistics

WP5 Message Processing
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Work Package 5: Message Preprocessing/
Feature Extraction

WP5 Message Preprocessing
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Work Package 6 – Advanced Learning Technology

Implement a number of algorithms: 
tradeoff: speed vs. performance vs. memory

• On-line learning with kernels (Kivinen et al 2001)
Very efficient for very high dimensional learning.

• Implement Perceptron      
passive: do nothing if no error
increase margin (conv. Theorem)   

• Implement MIRA [Crammer 04,06] 
passive: do nothing if no error
aggressive: learn current example perfectly

• Investigate LASVM [Bordes et al. 05]
select / drop support vectors; online learning approaching SVM-solution

• Investigate L2-SVM [Keerthi, DeCoste 05]
square loss, 400-fold speed increase vs. usual SVM
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WP6 Advanced Learning
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Work Package 3 – Proposed Integration Architecture

Labeled Data
Unlabeled 
Data

Feature 
Weighting

Analysis System

Data and
Annotations
(Primary and

Additional 
Annotations)

Aggregate Analysis Engine

Analysis Engines For
Feature Extraction

Analysis Engines For
Feature Extraction

Analysis Engines For
Feature Extraction

Analysis Engines For
Feature Extraction

Analysis Engines For
Feature Extraction

Machine Learning
Based Optimization 
of Feature Weighting

Machine Learning
Based Optimization 
of Feature Extraction

Performance to be validated 
in Brightmail testing

WP3 Proposed Integration



14Brian Witten

December 18th 2006

Work Package 4– Wireless Platform

• Apply AntiPhish techniques to Wireless environment, with
a specific focus on legacy 3GPP network architectures

• Demonstrate applicability to the ever growing wireless
traffic, including mail, SMS, MMS, …

• Current architecture is:

• access type agnostic (e.g. 2G/GSM, 3G/UTRAN, 
4G/LTE and possibly WLAN access)

• compatible with 3PGG upcoming "Enhanced Packet 
Core" evolutions being studied

Access Network

Nortel Wireless
Edge Node

(possibly a GGSN)

Core Network
IMS domain

Incoming /
out-going 

Internet traffic

Filtering information 
from Symantec

WP4 Wireless Platform
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Work Package 7 – Dissemination and Exploitation

• Licensing agreements have been established between 
Symantec and Nortel, Tiscali, Fraunhofer, and K.U.Leuven
for the commercial exploitation of the research

• On December 4, 2006, Symantec issued a press release 
on behalf of the consortia members with their approvals

• Several periodicals covered the press release

• Translations are now hosted on Symantec websites
in many languages throughout Europe

• The full text of this press release is given on the next 
slide.

WP7 Dissemination and Exploitation
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Work Package 8 – Project Management 
and Coordination

• Schedule of Meetings Held to Date

• Darmstadt, DE (30.01.-01.02.2006)

• Bonn, DE (01.06.2006)

• Cagliari, IT (11.09.2006)

• Leuven, BE (10.01.2007)

• Coordination is also done through e-mail mailing lists, a private 
web server providing Basic Support for Collaborative Work 
(BSCW), and monthly teleconferences.

• Changes in Participation

• On departure of Thomas Hofmann from Fraunhofer IPSI, 
responsibility with Fraunhofer shifted to Fraunhofer IAIS

WP8 Project Management
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Summary

• Concluding the first year of a three year effort

• Fraunhofer and K.U.Leuven are making rapid progress in 
lab

• Spam and Phishing threats are adapting quickly,
and the AntiPhish consortia is adapting quickly to these 
threats

• Emphasis for the coming year will be on completing the 
lab prototype and integrating it with current systems for 
field tests

Summary


