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Executive summary

This document describes and documents the third prototype of the AntiPhish Filter
System (APS) which is the outcome of WP6. The report concentrates on the progress that
has been made at the end of the second phase (month 25-29) until milestone M6.2 in
May 2008 and in the third phase of the project until milestone M6.3 in June 2009. The

third phase was devoted to transferring the APS to “the real-world”experiments.
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1 Introduction

Machine learning techniques, in particular automatic classification, have become
popular in email and phishing detection. In contrast to manually constructed filter rules

they automatically assess the relevance of input features X = (Xl, cee .Xm) (e.g., email
characteristics) and establish a function to determine the desired classification y (e.g.,
phishing or non-phishing)

y=1(x7)
The vector of unknown parameter values y is determined in a training phase in such a

way that the relation between x and y in the observed data (Xq, Y1),...,(Xp, Yp)is

reproduced according to some optimization criterion. In the application phase the same
features are extracted from a new incoming email. Based on these features and the model
the classifier produces a classification of the email. The overall machine learning
approach is summarized in Figure 1.

Figure 1: Machine Learning Approach for Email Filtering
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Arising from this research is the AntiPhish prototype which enables the various research
findings to be tested on actual emails. It contains a large number of modules generating
features for classification, e.g. email structure features or topic models. These features
then are fed to a classifier, which is trained to get reliable classifications. Through-out
this document we refer to the prototype as the APS — short for AntiPhish Filter System.

The third phase of the AntiPhish project sought to provide a solution capable of real-
world application. To this end the APS was deployed on a real-life normal email stream
and a real-life general spam stream. Specifically APS was deployed to:

1. Filter a subset of a “normal email stream”, i.e. one containing legitimate emails
(ham), spam and phishing emails. The task here was to filter out phishing and
spam emails as well as possible.
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2. Filter a subset of a “general spam stream” to separate phishing from regular-
spam. This is an important task within the context of an anti-Spam operation
centre that gives priority in responding to spam attacks of a phishing/fraudulent
nature.

To support these field experiments the APS was extended and improved. Both
experiments required the implementation of new workflows with complex evaluations.
The necessary methodological enhancements are described in this document as well as in
the feature extraction report D5.4. The details of the experiments and the results are
given in deliverable D3.3.
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2 Machine Learning Framework

The AntiPhish machine learning framework (APS — AntiPhish Filter System) as
described in deliverables 6.1 and 6.2 has been extended and improved to be used in a
real-life environment during the third year.

e We have extended our work on active learning and provide workflows that
implement this technique.

e For evaluating classifier performance we have extended the existing work to cover
stratified evaluation.

e Furthermore the work on feature extraction has been consolidated and extended by
new features based on PCA.

e We have reduced the size of dynamic Markov chain models (DMC) by a specific
active sampling technique.

o Last but not least we have developed a new technique for outlier detection based on
our previous work on dynamic Markov chains.

2.1 Active Learning

Active learning is a technique to deal with the problem of too few labelled data. This is an
important scenario in the case of email classification as it is impossible to manually label
hundreds of thousands of emails. Active learning identifies emails where the confidence
of classification is low. These emails are manually labelled and added to the training set.

Previous
Trainingset

Uncertain
Emails

Random
over
sampling

Random
under
sampling

New I
Trainingset

Training
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For the field testing we did a thorough investigation of current active learning technology
for text classification [Boulal (2009)]. Main point of the active learning algorithm is the
selection of new data points for labelling. The efficiency of the algorithm depends on the

information content of the new instances for the classification problem.

For classification we utilize the Support Vector Machine. It determines an optimal
hyperplane between the instance sets of the two cases. Penalty terms are used if the
classes are not linearly separable. [Tong and Koller (2000)] have shown that an
unlabeled instance with a minimum distance to the current hyperplane leads to the
largest reduction of prediction error. However this distance criterion is only sensible in
the case of a single new data point to be labelled. If several instances have to be selected
during an active learning iteration we have to induce the diversity of the selected new
data points.

We have evaluated the following selection strategies for active learning:

1. Random sampling. Here we simple select new data points randomly for
labelling. This strategy is evaluated for comparison purposes.

2. Distance without Diversity. Here the unlabeled documents are selected
according to their distance to the SVM hyperplane.

3. Distance & Angle Diversity. Here the weighted sum of the distance to the
hyperplane and the inverse angle between the feature functions CD(Xi) and

®(x; ) of two new data points X; and X; is minimized. The weight & is
determined empirically. This ensures the diversity of new data points.

4. Distance & Entropy Diversity. For this criterion a weighted sum of the
distance to the hyperplane and the inverse empirical entropy is minimized.

5. AL & SSL with Distance Diversity. In this case the new elements are selected
with two different criteria. Part of the data points are selected according to the
Distance & Angle Diversity criterion. These uncertain documents are manually
labelled. The rest of the documents are selected by semi-supervised learning.
Here the documents with the most confident classifications are selected and
automatically labelled with that classification. In this way manual labelling effort
is saved.

6. AL & SSL with Entropy Diversity. As above the new elements are selected
with two different criteria. Part of the data points are selected according to the
Distance & Entropy Diversity criterion and manually labelled. As before the rest
of the new elements selected according to semi-supervised learning, i.e.
according to their classification confidences and labelled automatically.

The following Figure 2 shows the micro f-values for a text mining classification task with
multiple classes. It is evident that all approaches show a marked improvement over the
Random Sampling baseline. It turns out, that the simple distance-based approach yields
very good results. The diversity approaches using angle and entropy diversity were
somewhat inferior. Very competitive results were also achieved with the AL & SSL with
Entropy Diversity approach.

Based on these results we decided to use mainly the distance criterion for our active
learning field experiments. Active learning is prone to getting stuck in a local optimum as
adding emails selected by one sole criterion can move the classification model in one
specific direction with every iteration. To deal with this problem we extended our

Page 10 /21 Status: Working Version: 06 Date: 11.Aug.09



Anti '

B
I h I S h D6.3 Third Phase Prototype Report

Anticipatory Learning for Reliable
Phishing Prevention

previous mechanism by adding a certain proportion (20%) of randomly selected emails
to ensure a level of diversity of the training set.
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Figure 2 Micro F-Values for Active Learning in a Multiclass Classification
Task using different Active Learning Selection Criteria (see Text). The x-Axis
denotes the Number of Active Learning lterations.

In the third phase prototype APS we extended our previous first workflows to be able to
cope with a real-life situation of tens of thousands of emails per day.

2.2 Stratified Evaluation

The third phase prototype APS includes workflows for stratified evaluation of a classifier.
So far we have always treated every email in the test set in the same way, i.e., with equal
importance. In stratified evaluation one can separate the test set according to some fixed
criterion, for example whether or not an email has a financial background. One can then
over-sample one part of the test set and under-sample another one to better simulate the
variance of the interesting part. Of course, to respect the original proportions of the test
set weights have to be assigned to the emails. The over-sampled part gets a lower weight
whereas the under-sampled part gets a higher weight.

Stratified evaluation has been used during the field experiments conducted on a normal
email stream. It is described in more detail in the separate report.

In the context of the AntiPhish project we use stratified evaluation in the following
manner. Our split criterion is whether or nor an email is easy to classify. Our reasoning
is that emails that are difficult to classify are more “interesting” than emails that are easy
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to classify. In particular, we hypothesize that emails that are difficult to classify are more
diverse. To get a better picture of the performance of our system we would like to capture
this diversity by over-sampling these “interesting” emails.

Specifically, to select a stratified sample T, S, the procedure is as follows:

Using the some model M, the base set S, of emails is divided into two sets of
uncertain and certain emails S, = S U S . We use a probability of

p, = 0.95 (for non-ham, p, = 0.05for ham) as certainty threshold.

o Let ‘Sf”’ and ‘St(‘:) be the respective sizes of the two sets. Now we randomly

sample k, emails from S and k, emails from S .

e The sampled emails are manually labelled with the class labels ham, spam,
and phishing.
« For the final evaluation, i.e., the confusion matrix, each of thek, emails from

SOk, +k,

sk

‘ St(C)

S is weighted with w, = and, analogously, each of the

k, emails from S withw, =

It has been proven that stratification will achieve a greater precision of results, if
subsets for a population with larger variance of the quantity of interest (here:
correctness of classification) are over-sampled. Stratified evaluation has been used
during the field experiments on a normal email stream (described in more detail in
the separate report D3.3a).

2.3 Incorporation of New Features

The APS incorporates more and better features. A large effort was put into making
existing features perform correctly on all encountered emails, because emails that cannot
be parsed can bypass our filters. This became all the more urgent, because the APS was
tested in a real-life environment with tens of thousands of emails per day.

The performance of the basic text and link features as well as the salting features was
significantly improved through message preprocessing. During this step the emails are
cleaned and inconsistencies removed.

More specifically, work has been done to improve the performance of the following
features:

e the parsing of HTML-encoded emails to produce the correct message text and link
information even for emails containing errors

e the extraction of links from text-based emails

o the detection of sentences and paragraphs
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More importantly, the APS includes the newly developed features based on Principal
Component Analysis (PCA). PCA is a method for dimensionality reduction. Much like for
topic models the idea is to automatically reduce the many different words in emails to a
smaller, relevant combination. PCA has been successfully applied in many domains. The
PCA approach is described in more detail in deliverable D5.4.

For the third phase prototype Frauhofer 1AIS and KU Leuven integrated the PCA
modelling system into the feature provider subsystem of the APS. Prior to a classification
a PCA-model has to be trained. We trained a model with and without PCA on a dataset
containing spam and phishing messages. The training data comprised 4452 emails
collected in one month, the test data covered 33431 emails from the subsequent five
months.

Table 1: Classification of Phishing vs. Spam with the PCA and other features.

Features % Precision | % Recall | % F-Value
topic models, DMC, unigram, link und lexical 85.7 95.6 90.4
PCA 81.7 89.0 85.2
PCA & topic models, DMC, unigram, link und lexical | 71.9 95.7 82.1

Because of the relative short training period and the long test period the performance
level of all results is relatively low. It shows that PCA is itself a valuable feature. In
conjunction with the topic models and DMC there seems to be some overfitting. This
may be reduced by using larger training sets.

2.4 Active Learning of Dynamic Markov Chains

Dynamic Markov Chain features are based in information theory and capture the
likelihood of a message belonging to a specific class. We extract these likelihoods as well
as class membership indicators as features for our classification system.

The dynamic Markov chain generation is a technique developed for arithmetic
compression, the problem of compressing arbitrary binary sequences. A sequence is
thought to be generated by a random source. This source can be approximated by a
dynamically constructed Markov chain. Cormack et al. developed a technique for the
incremental construction of a Markov chain [Cormack and Horspool (1987)]. These
dynamic Markov chains have been successfully applied to text classification problems in
various domains [Marton et al.(2005)] [Frank et al.(2000)]. Each class is considered as a
different source, and each text belonging to the class is treated as a message emitted
from the corresponding source. The source is approximated by incrementally enhancing
the initial starting chain. Given a sufficiently large number of training examples the
iterative approximation of the unknown source permits the accurate estimation of the
likelihood that a given sequence originated from that source. By comparing these
likelihoods for different sources the sequence may be classified.

[Bratko et al.(2006)] achieve good results for the classification of spam emails using the
dynamic Markov chain method. They point out that one limitation of the method is the
high memory requirement. In contrast to their work we convert emails into plain text
meaning that all headers etc. are removed and file attachments are discarded. The reason
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for the exclusion of header information is that we feel they might make synthetic test
data trivially separable through the inclusion of domain names or IP addresses.

The Markov chain classification can be summarized as follows. The cross-entropy (CE)
H(x,M) between the message x and the source approximated by the model M is a

measure for the likelihood that a message x with the binary representation (bl,..
originated from that source. The cross-entropy is defined as:

b,)

<1 My

H(xM)=-1log] ] p(b; b, M)
i=1

where p(b, | b/™, M) is the probability of seeing bit b, based on the previous bits
(b;,...,b, ;) of the message. The class to which message x has the lowest cross entropy is

the one it most likely originated from. Therefore the classification of x can be formulated
based on the minimal cross entropy to all classes C as:

f(x) =arg micn H(x,M,)

where M _ is the model for class c € C .

Our intention is to reduce the size of the Markov models to overcome the limitations of
the approach. To this end we reduce the number of training examples by using an
efficient heuristic to judge the value of each specific example in terms of impact on the
classification accuracy, similar to uncertainty sampling in active learning [Lewis and
Gale (1994)].

Let M Cl’k be the model that is generated after processing the training examples X,,... X,

1i-1
c

of a class c. During the incremental model generation we think of H(x,,M ') as the
expected cross entropy of a training message X; and the model M Cl’i_l. Let the empirical

standard deviation of the expected cross entropies &(k) of M ™ be

k-1

A Ly O Li-1y P

a(k)zjﬁz(H(xi,Mc' )-H(x, MM
i=1

where H (x;,M ™) =2 > H(x;,M;"™) . To choose an example for training based on

j=1

its usefulness for the classification accuracy we compare its cross entropy with the

average and the standard deviation from the previous training steps. In other words, we

only want to use training examples that the model cannot already classify well enough.

We skip sequences that are most likely in the set of typical sequences for a source and

use only training examples X; for which the following equation holds:
1,i-1 a 1i-1 oy H
H(x, M) =H (X, M) > p*o(i)

with a given adaptation rate p . Our adaptive training uses a fixed percentage 7 of the

training data for the generation of an initial model and then applies the heuristic bound
to automatically adapt the training process. As will be empirically shown our heuristic
adaptation technique limits the amount of space needed for each model by about two
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thirds. For email classification we build two models, one for ham emails and one for
phishing emails. We extract four DMC features: the H(x,M)-values for each of the two
models and two Boolean features indicating membership in either class.

We conducted experiments to evaluate the space savings achieved using the active
learning approach for dynamic Markov models. We tested our approach for different
adaptation rates p with a 10-fold cross-validation on the corpus Base07 and achieve

good results over a wide range of rates as shown in Figure 3. The size of the models (i.e.
the number of states) for phishing and ham decreases by a large amount whereas the
classification quality (F-measure indicated by "*") remains nearly constant. We conclude
that the utilization of training examples that can be predicted sufficiently well is indeed
not expedient. Even when using a small adaptation rate the model size decreases already
by about two thirds. As the adaptation rate increases further the model size decreases
only by a small amount. This indicates that any atypical message is usually very different
from the model learned thus far and hence is used even for high adaptation rates. We
think that our adaptive generation process comes close to heuristically estimating a good
training set for the phishing email classification problem.

16000000 1
# States Ham ——+—1
i # States Phishing +—-x-—
F-Measure #*
14000000 -
-4 0.99
12000000
10000000
4 098
*
* * * o
3 8000000 - X * = * . 5
@ " 3
? : o2
*
4 097 w
6000000 - T Tfg
I
+
I
4000000 + T I
t I 096
2000000 - X
X oxow x x F » w = ”
0 — ' ' : : ' ' L Ll 095
0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8

Adaptation—Rate

Figure 3 Results for the Active Learning DMC approach. The left side shows
the number of states of the DMC models for different adaption rates p. The

corresponding F-measures indicated by "*" is derived from the classification
based solely on DMC features.

2.5 Outlier Detection by Dynamic Markov Chains

Within the scope of the AntiPhish project we are interested in emails that are in some
way different from emails we have encountered so far. Recognizing these outliers helps
in several ways:
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® |t permits us to learn about new scams.
® |tenables us to update filter software in a shorter time frame.
® |t can point us to existing weaknesses of our filters.

Many techniques exist to detect outliers. Using clustering one can identify items that are
far from cluster centres. Using classifiers one can identify items that are far from the
classification boundary.

The previously developed dynamic Markov chains are very suited for outlier detection. In
this technique automata are automatically learnt to model the language of the different
classes; ham, spam, and phishing. They operate on the bit level representation of the
email. Then for a new incoming email it is detected to which automaton it fits best. Now
if an email does not really fit to any automaton it can very well be called an outlier.
Another advantage of this technique is that one can use different weights for the different
classes, so that the definition of an outlier can be adapted.

Two problems arise when we use dynamic Markov chains for outlier detection. First, the
scores of different automata are not directly comparable. Second, the scores for the
emails from which the automata were constructed are much better than scores for
arbitrary incoming emails, so that automatic identification of outlier score thresholds is
difficult.

To overcome these problems we use a validation set of emails in addition to the training
set. This reserved set of emails is used to compute a range of scores for each automaton.
These ranges can then be used to better evaluate the emails in the test set with respect to
their characteristics as outliers. Instead of the numeric scores produced by the automata
we alternatively use the ranks of the emails to detect outliers. We can also easily
associate weights with each individual automaton so that outliers can be weighted with
respect to different classes.

Figure 4 schematically shows the different regions which are determined by the outlier
procedure. Within the dashed regions the observed emails of each type are located.
Outside of these regions we have outliers. The type of the outlier probably corresponds to
the closest class.
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Figure 4: Schematic representing outliers of different kind. Within the
dashed regions the observed emails are located. Outside the regions there
are outliers, which in turn probably to the closest class.

We applied this technique to two datasets, the public dataset used in the work of [Fette et
al.(2007)] and a proprietary dataset from November 2006 (see section 3.1). Quantitative
evaluation of this approach is difficult as we do not have emails labelled as outliers.
Instead, we manually looked at the emails that were proposed as outliers by this
technique. These emails fall into three categories:

e “binary” emails, e.g., images as inline binary sequences
o very short ham emails
e regular phishing emails

In general, all of those three categories fit the description of outliers if we assume
outliers to be in some way not normal.
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3 Evaluations of the AntiPhish System

3.1 Evaluations on Benchmark Data

For the evaluation of phishing filtering it is especially difficult to provide standardized
publicly available data. Due to privacy regulations it is virtually impossible to obtain a
representative corpus containing legitimate emails. We evaluate our system and the
usefulness of our new features on a number of different corpora. The summary of the key
figures of each used corpora is given in Table 1.

Table 2 Characteristics of Benchmark Corpora

Corpus | Size Ham Phishing
Base07 | 7808 | 6951 (89%) | 857 (11%)
JNNEW | 10653 | 6951 (65%) | 3702 (35%)
JNFULL | 11510 | 6951 (61%) | 4559 (39%)
Nov06 3472 | 3156 (91%) | 316 (9%)

The first corpus BaseQ7 is the same corpus that was used by [Fette et al.(2007)]. The
phishing emails were collected by Nazario and made publicly available on his website3.
The ham emails were taken from the publicly available SpamAssassin corpus4. Recently,
Nazario made more phishing emails available. This permits the construction of more
comprehensive corpora. Nazario provides two new collections of phishing emails
gathered between November 2005 and August 2007 and containing a total of 3702
emails. Using these additional phishing emails and the previously used SpamAssassin
ham emails we constructed two new corpora INNEW and JNFULL. For the corpus
JNNEW we use the only the new phishing email collections, whereas the INFULL
contains all phishing emails publicly available from Nazario, including the ones used in
the BaseO7 corpus.

[Fette et al.(2007)] point out that it would be desirable to perform experiments on data
from a real-world mailbox. To this end, we use the dataset Nov06, which contains emails
that were received during the month of November 2006 and manually labelled into ham
and phishing. This dataset follows the expected distribution of ham and phishing emails
in the mailbox of a common user.

Table 3 shows the basic classification results using 10- fold cross-validation and the
complete set of features for our different corpora. The results for the extended corpora
JNNEW and JNFULL are similar to the results for Base07. On the other hand we can
observe that our results on the NovO6 corpus are somewhat inferior. We believe that the
cause for this observation lies in the fact that the public corpora are somewhat artificial
in that they are collected from diverse sources and even cover different time periods. Our
real-life corpus contains ham and phishing emails from the same month and seems to
provide a harder challenge. We looked into the misclassified emails. Among the false
negatives there are many emails consisting of just an image, where the link to the
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phishing website is behind the complete image. The false positives were often financial
newsletters or account confirmation emails.

Table 3 Classification Results for Different Benchmark Data Using All
Features

Corpus Features Accuracy | FP- FN- Precision | Recall F-
Rate Rate Measure
BaseO7 | [Fette et 99.49% | 0.13% | 3.62% | 98.92% 96.38% | 97.64%
al.(2007)]

BaseO7 | All features 99.85% | 0.01% | 1.30% | 99.88% 98.70% | 99.29%

JNNEW | All features 99.61% 0.07% | 0.99% | 99.86% 99.01% | 99.44%

JNFULL | All features 99.52% 0.07% | 1.11% 99.89% 98.89% | 99.39%

Nov06 All features 99.19% 0.16% | 7.28% | 98.32% 92.72% | 95.44%

The results were published in different papers [Bergholz et al.(2008a)], [Bergholz et
al.(2008b)], [Bergholz et al.(2009)] and were presented to different audiences [Paal} et
al.(2008)] [Bergholz (2009)].

3.2 Evaluations in Field Experiments in an Industrial
Setting

The third phase prototype APS has been intensively tested and deployed in differing real-
world field experiments. One experiment evaluated APS on a normal email stream where
the goal was to separate legitimate from unwanted emails. The other concerned the
separation of phishing and regular-spam. A detailed description of these experiments
and their results is provided in a separate report.
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4 Conclusions

During the third phase the AntiPhish Filter System APS was extensively used in
benchmark trials and field experiments. The software architecture proved to be very
flexible and allowed easy specification of workflows involving many loops for training,
testing, feature selection, active learning, etc. A number of new features and techniques
were implemented and extensively tested.

The field experiments required many adaptations and trials, which easily could be done
with the APS. The results of the experiments are very promising and may lead to an
actual implementation of the APS in production workflows. As all loops and modules
may be parallelised with the ProActive framework it is easily possible to extend the APS
to a large throughput required in real-world applications.

Page 20 /21 Status: Working Version: 06 Date: 11.Aug.09 -




Anti

=]
I h I S h D6.3 Third Phase Prototype Report .

Anticipatory Learning for Reliable
Phishing Prevention

5 References

[Bergholz et al.(2008a)] A. Bergholz, J.-H. Chang, G. Paal3, F. Reichartz, and
S. Strobel. Improved phishing detection using model-based features.
In Conference on Email and Antispam CEAS2008, 2008.

[Bergholz et al.(2008b)] A. Bergholz, G. Paal3, F. Reichartz, S. Strobel, M.-F.
Moens, and B. Witten. Detecting known and new salting tricks in
unwanted emails. In Conference on Email and Antispam CEAS 2008,
2008.

[Bergholz et al.(2009)] Andre Bergholz, Jan De Beer, Sebastian Glahn, Marie-
Francine Moens, Gerhard Paal3, and Siehyun Strobel. New filtering
approaches for phishing email. Journal of Computer Security, page
accepted for publication, 2009.

[Bergholz (2009)] Andre Bergholz. AntiPhish - lessons learnt. Invited talk at the ACM
SIGKDD Workshop on CyberSecurity and Intelligence Informatics
(CSI-KDD 2009) at the KDD conference, June 2009.

[Boulal (2009)] Anouar Boulal. Diversity in active learning with SVMs for multilabel
text classification. Master’s thesis, Computer Science Department,
University of Bonn, 2009.

[Bratko et al.(2006)] Andrej Bratko, Gordon V. Cormack, Bogdan Filipic, Thomas R.
Lynam, and Blaz Zupan. Spam filtering using statistical data
compression models. Journal of Machine Learning Research,
6:2673—2698, 2006.

[Cormack and Horspool (1987)] Gordon V. Cormack and R. Nigel Horspool. Data
compression using dynamic markov modelling. The Computer
Journal, 30(6):541-550, 1987.

[Fette et al.(2007)] lan Fette, Norman Sadeh, and Anthony Tomasic. Learning to
detect phishing emails. In Proceedings of the International World
Wide Web Conference (WWW), pages 649—656, 2007.

[Frank et al.(2000)] Eibe Frank, Chang Chui, and lan H. Witten. Text categorization
using compression models. In Proceedings of the IEEE Data
Compression Conference (DCC), pages 200—209, 2000.

[Lewis and Gale (1994)] D. D. Lewis and W. A. Gale. A sequential algorithm for
training text classifiers. pages 3—12, Dublin, Ireland, July 1994.

[Marton et al.(2005)] Yuval Marton, Ning Wu, and Lisa Hellerstein. On compression-
based text classification. In Proceedings of the European Colloquium
on IR Research (ECIR), pages 300—314, 2005.

[PaaR et al.(2008)] Gerhard Paal3, Marc Dacier, and Domenico Dato. Panel on spam,
phishing - a global perspective. Annual Computer Security
Applications Conference (ACSAC) 2008, Dec 2008.

[Tong and Koller (2000)] Simon Tong and Daphne Koller. Support vector machine
active learning with applications to text classification. Journal of
Machine Learning Research, pages 999—-1006, 2000.

Page 21 /21 Status: Working Version: 06 Date: 11.Aug.09 .




